Paideia Academies Inc.

Cybersecurity and Information Security Policy

Effective Date: July 1, 2025

Review Cycle: Annual, or sooner if required by law, incident, audit finding, or material
technology change

Applies To: All Paideia Academies Inc. schools, programs, employees, contractors, volunteers,
scholars, parents/guardians, board members, vendors, and authorized users of Paideia technology
systems.

1. Policy Statement

Paideia Academies Inc. is committed to protecting the confidentiality, integrity, availability, and
appropriate use of its technology systems, student information, employee information,
instructional systems, business systems, and digital learning resources.

Cybersecurity is a school safety issue, an instructional continuity issue, and a student privacy
issue. Paideia will maintain reasonable safeguards to protect scholar, family, staff, and school
data; reduce the risk of cyberattacks; respond quickly to suspected incidents; and promote safe,
ethical, and responsible technology use.

This policy supports Paideia’s mission to empower the whole child and whole person—body,
mind, heart, and spirit—through education.

2. Legal and Best-Practice Framework

Paideia shall implement this policy consistent with applicable federal and Arizona requirements,
including FERPA, Arizona data-breach notification law, CIPA where applicable to E-Rate
funded services, COPPA where applicable to online services for children under 13, and other
applicable student privacy and records laws.

The policy is aligned with recognized K—12 cybersecurity practices, including the NIST
Cybersecurity Framework 2.0, which provides guidance for organizations to manage
cybersecurity risk through high-level outcomes and risk communication. The U.S. Department of
Education identifies K—12 cybersecurity as part of emergency operations and school resilience
because schools rely heavily on technology for education and business operations.

3. Definitions

Cybersecurity Incident: Any attempted or actual unauthorized access, disclosure, disruption,
misuse, loss, theft, alteration, ransomware infection, malware infection, phishing compromise,
system outage, or suspected compromise involving Paideia data, accounts, systems, devices, or
networks.

Confidential Information: Information protected by law, contract, or school policy, including
student education records, personally identifiable information, health information, discipline
records, assessment records, special education records, employee records, financial records,
login credentials, and internal security information.



Personally Identifiable Information: FERPA includes direct and indirect identifiers such as a
student’s name, parent/family names, address, student number, biometric record, date/place of
birth, or other information that could identify a student when combined with other information.

Authorized User: A person granted access to Paideia systems for an approved educational,
operational, legal, or business purpose.

4. Governance and Responsibility

The Corporate Board delegates cybersecurity oversight to the Executive Director or designee.
The Executive Director shall designate an Information Security Lead, IT Director, or other
responsible administrator to coordinate implementation of this policy.

Paideia shall maintain clear responsibility for:

Cybersecurity risk management and annual review.

User account management.

Data privacy and FERPA compliance.

Vendor security review.

Incident response coordination.

Staff and scholar cybersecurity training.

Backup, recovery, and business continuity planning.

Reporting to executive leadership and the Corporate Board as appropriate.
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Cybersecurity shall be reviewed at least annually as part of Paideia’s operational risk, emergency
operations, and school safety planning.

5. Data Protection and Privacy

Paideia shall protect confidential information using reasonable administrative, technical, and
physical safeguards.

Access to confidential information shall be limited to users with a legitimate educational interest,
assigned job responsibility, contractual obligation, or legal right to access the information.

Paideia uses systems such as Infinite Campus to provide parents access to attendance, emergency
contact information, academic progress, and other student information; the guidebook describes

that access as encrypted and intended to keep family data confidential.

Confidential information shall not be stored, shared, downloaded, printed, emailed,
photographed, copied, or transmitted except for authorized school purposes.

Employees shall not use personal email, personal cloud storage, personal messaging accounts, or
unauthorized artificial intelligence tools to store or transmit confidential Paideia information.

6. Access Controls and Passwords

Paideia shall maintain access controls appropriate to the sensitivity of systems and data.

At minimum:



Each user shall have a unique account.

Shared accounts are prohibited except for approved limited-use instructional or system

accounts.

3. Multi-factor authentication shall be required for administrators, staff email, financial
systems, student information systems, cloud storage, remote access, and other sensitive
systems where technically available.

4. Passwords shall be strong, confidential, and not reused across school and personal
accounts.

5. Passwords shall not be written where others can see them, shared with scholars, sent by
email, or posted in classrooms.

6. Accounts shall be disabled promptly when employment, enrollment, contract work, or
volunteer service ends.

7. User access shall be reviewed at least annually and whenever duties change.
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7. Acceptable Use of Technology

Use of Paideia technology is a privilege, not a right. All users shall use Paideia technology for
lawful, ethical, educational, and authorized school purposes.

Users shall not:

Attempt to bypass filtering, monitoring, or security controls.

Access, create, transmit, or store illegal, harassing, obscene, threatening, discriminatory,

or harmful content.

3. Engage in cyberbullying, impersonation, harassment, threats, intimidation, or misuse of
social media.

4. Access another user’s account or data without permission.

5. Install unauthorized software, browser extensions, VPNs, games, or applications.

6. Use Paideia systems for personal profit, political campaigning, unauthorized fundraising,
or non-school business.

7. Damage, alter, disable, or misuse school devices, systems, networks, or data.

8. Record, photograph, or distribute images, video, or audio of others in violation of school

rules or law.
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Paideia’s guidebooks currently identify technology violations as discipline matters, including
accessing non-approved websites on a Paideia device and impersonating Paideia Academies or
an affiliated campus through a fake social media account.

8. Scholar Technology Use

Scholars shall use technology in a manner consistent with Paideia’s Code of Conduct, classroom
expectations, and the Paideia scholar mission.

Scholars are responsible for their own conduct when using school devices, networks, learning
platforms, email, online tools, and school-approved applications.

Scholar violations may result in loss of technology privileges, parent notification, restorative
action, discipline, financial responsibility for damage, suspension, expulsion referral, and/or law
enforcement referral when appropriate.



Cyberbullying, harassment, threats, fake profiles, and misuse of electronic communication shall
be treated as serious misconduct whether initiated on campus, off campus, during school hours,
or outside school hours when the conduct affects the school community. Paideia’s guidebook
already defines cyberbullying as harassment, threats, intimidation, or bullying through electronic
technology, including cell phones, computers, tablets, social media, text messages, chat, and
websites.

9. Employee Responsibilities

All employees are responsible for protecting Paideia systems and confidential information.
Employees shall:

Complete required cybersecurity and student privacy training.

Use only approved systems for school business.

Protect passwords and authentication devices.

Lock screens when away from devices.

Report lost or stolen devices immediately.

Report suspected phishing, malware, unauthorized access, or data disclosure

immediately.

7. Verify unusual payment, payroll, vendor, banking, gift card, account-reset, or
confidential-data requests through a trusted second channel.

8. Maintain confidentiality of student, family, employee, discipline, medical, special
education, and business records.

9. Follow records retention, document destruction, and clean-desk expectations.

10. Avoid using personal devices for confidential school work unless specifically authorized

and protected.

S

10. Network, Internet, and Filtering

Paideia shall maintain reasonable technical protections for its network, internet access, wireless
systems, email, and instructional platforms.

Where required by CIPA or E-Rate participation, Paideia shall maintain an internet safety policy
and technology protection measures that block or filter visual depictions that are obscene, child
pornography, or harmful to minors. The FCC states that CIPA imposes requirements on schools
and libraries receiving E-Rate discounts for internet access or internal connections.

Paideia may monitor, log, inspect, restrict, or block use of school devices, networks, accounts,
and systems to protect safety, security, instructional integrity, legal compliance, and school

operations. Users should have no expectation of privacy when using Paideia-owned systems,
accounts, networks, or devices, except as provided by law.

11. Devices and Physical Security

Paideia-owned devices shall be inventoried, assigned, maintained, and protected.

1. Devices shall be configured with security updates, endpoint protection, encryption where
feasible, and management controls.



2. Users shall not leave devices unattended in vehicles, public spaces, unlocked classrooms,

or unsecured areas.

Lost, stolen, or damaged devices must be reported immediately.

Unauthorized repair, modification, “jailbreaking,” wiping, or tampering is prohibited.

5. Vandalism or intentional damage to technology may result in discipline and financial
responsibility, consistent with Paideia’s existing guidebook language.
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12. Email, Phishing, and Social Engineering

Paideia shall implement reasonable protections against phishing, malware, fraudulent email,
account compromise, and business email compromise.

Users shall not click suspicious links, open unexpected attachments, approve unknown login
prompts, scan suspicious QR codes, or respond to requests for passwords, banking information,
student records, payroll changes, gift cards, or emergency money transfers without verification.

Any suspicious email, message, account activity, or login prompt shall be reported immediately
to the Information Security Lead, IT support, or designated administrator.

13. Third-Party Vendors and Educational Technology

Before adopting software, applications, online services, curriculum platforms, artificial
intelligence tools, assessment tools, communication tools, or cloud services that collect or
process student, employee, or school data, Paideia shall review the vendor for privacy, security,
instructional need, and legal compliance.

Vendor agreements should address:

Data ownership.

Permitted use of student and school data.

Prohibition on unauthorized sale, advertising, profiling, or redisclosure.
Security safeguards.

Breach notification duties.

Data return or deletion.

Subcontractor controls.

FERPA, COPPA, CIPA, and Arizona law compliance where applicable.
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For services directed to children under 13, COPPA may apply to operators of websites or online
services that collect personal information from children under 13.

14. Concurrent Enrollment and Partner Systems

For concurrent/dual enrollment, college readiness, testing, scholarship, transportation, food
service, special education, health, or other partner systems, Paideia shall use only approved
processes and shall limit data sharing to what is necessary and legally permitted.

Paideia’s concurrent/dual enrollment policy requires students to comply with both Paideia and
South Mountain Community College academic integrity and behavioral policies. Cybersecurity
and acceptable technology use expectations apply when scholars use Paideia devices, accounts,
or school-facilitated access for dual enrollment or partner programs.



15. Backups, Recovery, and Business Continuity

Paideia shall maintain backups and recovery procedures for critical school systems and data.
At minimum:

Critical systems shall be backed up on a regular schedule.

Backups shall be protected from unauthorized access, deletion, and ransomware.
Backup restoration shall be tested at least annually.

Recovery priorities shall include student safety, attendance, communication, payroll,
finance, student information, special education, health records, and instructional
continuity.

5. Emergency paper or alternate procedures shall be maintained for essential operations
during system outages.
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16. Vulnerability and Patch Management

Paideia shall maintain a process to identify, prioritize, and remediate cybersecurity
vulnerabilities.

This includes:

Timely operating system, application, browser, firmware, and security patching.
Removing unsupported software and devices.

Limiting administrator privileges.

Reviewing firewall, wireless, filtering, and remote access settings.

Conducting periodic vulnerability scans or security reviews when feasible.
Addressing critical vulnerabilities promptly based on risk.
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17. Incident Response

Paideia shall maintain a Cybersecurity Incident Response Plan. The plan shall include
identification, containment, investigation, eradication, recovery, communication, documentation,
and after-action review.

Any user who suspects a cybersecurity incident shall report it immediately.
Examples include:

Lost or stolen device.

Accidental email of confidential information to the wrong person.
Phishing or suspicious login.

Unauthorized access to Infinite Campus, email, cloud storage, payroll, or financial
systems.

Malware or ransomware.

Student data exposure.

Website defacement or fake Paideia account.

Compromised vendor system.

Unexplained system outage.

0 Threats involving school data or systems.
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The Information Security Lead or designee shall coordinate response with executive leadership,
legal counsel, insurance, law enforcement, vendors, affected individuals, and regulatory agencies
as appropriate.

Arizona’s data-breach notification law requires investigation after a security incident and
generally requires notification within 45 days after determining that a breach occurred; if more
than 1,000 Arizona residents are affected, notice must also be provided to the three largest
nationwide consumer reporting agencies and the Arizona Attorney General’s Office. Arizona
statute also requires notice to the Attorney General and the Arizona Department of Homeland
Security for breaches requiring notification of more than 1,000 individuals.

18. Emergency Communications During Cyber Incidents

Cyber incidents that affect school operations may be treated as safety or emergency operations
events.

Paideia shall communicate with families and staff through approved channels, which may
include Infinite Campus Emergency Messenger, email, phone, text, ClassDojo, website notices,
or other school-approved communication methods.

Paideia’s guidebook directs families to rely on school communication during emergencies and
warns that scholar texts and social media may cause confusion and disrupt safety protocols.

During an active cybersecurity incident, staff and families shall not rely on unofficial social
media posts, rumors, student messages, or unverified screenshots as official information.

19. Training and Awareness

Paideia shall provide age-appropriate and role-appropriate cybersecurity awareness.
Annual staff training shall include:

FERPA and student data confidentiality.
Phishing and social engineering.
Passwords and MFA.

Safe use of email and cloud storage.
Incident reporting.

Ransomware prevention.

Secure use of educational technology.
Handling of student records, health records, special education records, and discipline
records.

9. Cyberbullying and digital citizenship.
10. Al and emerging technology risks.
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Scholar instruction shall include digital citizenship, respectful online conduct, privacy, safe
searching, cyberbullying prevention, password safety, reporting unsafe online behavior, and
appropriate use of school devices.

20. Artificial Intelligence and Emerging Technologies



Artificial intelligence tools may be used only when approved for school purposes and consistent
with student privacy, academic integrity, instructional goals, and data security.

Users shall not enter confidential student, family, employee, financial, medical, special
education, discipline, or internal security information into public or unapproved Al tools.

Paideia may adopt separate Al guidelines for instruction, staff productivity, student use,
academic integrity, and parent communication.

21. Monitoring, Investigation, and Enforcement

Paideia may monitor and review activity on school-owned devices, accounts, networks, email,
internet access, and systems to protect safety, security, compliance, and school operations.

Violations of this policy may result in:

Loss of technology privileges.

Parent/guardian notification.

Restorative action or retraining.

Employee corrective action.

Student discipline under the Code of Conduct.

Financial responsibility for damage or loss.

Vendor contract remedies.

Referral to law enforcement or regulatory authorities when appropriate.
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22. Policy Review

This policy shall be reviewed annually by the Executive Director or designee and revised as
needed based on legal changes, cybersecurity threats, insurance requirements, technology
changes, school operations, incident lessons learned, and board direction.
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